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Abstract. The article presents the application of Internet of Things (IoT)
technologies in the distribution of utilities. The presented application — detection
of the integrity of seals of meters of certain utilities (water, gas or electric power)
- is based on an extensive analysis of opportunities in applying the IoT principles
to the distribution of utilities, in particular the distribution of electric power. One
of the opportunities with rather high expectations from distributors is detection
of the integrity of meter seals. The article includes a proposal of the technical
solution of such an IoT application and discusses the cost-effectiveness of the
solution. We have reached the conclusion that an isolated implementation of IoT
technology is much more expensive than the currently used solution, which is
based on labor and on having meters checked by people. Another way to increase
the cost-effectiveness of IoT devices is to add the function of remote meter
reading and its follow-up interconnection with data mining technologies and the
evaluation of a large volume of data. However, this addition goes beyond the
scope of this article.
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1 Introduction

The potential of applications that are generally referred to as Internet of Things (IoT)
has developed gradually — from its use in detecting the level of beverage cooling [6], to
its application in systems with Radio-Frequency Identification (RFID) technologies [1]
all the way to nowadays its very important role in the world of information and
communication technologies (ICT). By the year 2013, IoT had developed into a system
that combines a very big quantity of different technologies with various functions and
uses different communication protocols. For instance, sensors, GPS and mobile
equipment, devices monitoring the movement of equipment, their remote switching off
or on, etc. The definition of IoT as a dynamic global network infrastructure, with self-
configuring capabilities based on standard and interoperable communication protocols
where physical and virtual “things” have identities, physical attributes and virtual
personalities and use intelligent interfaces and are seamlessly integrated into the
information system, has been generally accepted during the past two years [7].

One of the areas of implementation of IoT technologies is their use in the production,
services and distribution of gas, potable water and electric power — utilities in general
[4]. We have conducted a survey concerning the applicability of individual solutions in



this area from a technological and economic perspective [8]. This article focuses on one
application opportunity only, which is the detection of broken seals of utility meters.
Broken seals are a critical problem especially when it comes to major customers but
often also when it comes to small customers [2]. A typical example is the use of this
technology in the case of problematic customers who have tried to commit fraud in the
past, as well as customers inclined to commit fraud based on data mining results.

Electronic seals with remote detection help to reduce or mitigate non-technical losses
caused by ignoring the fact that the seals were broken or that the sealed sensor or a part
thereof was tampered with until such a fact is detected [11]. Non-technical losses, also
referred to as commercial losses, include e.g. un-metered fixed takeoffs, metering
mistakes, billing or recording mistakes, incorrect meter installation, takeoffs below the
sensitivity limit of electrometers, etc.

The application opportunity of electronic seals is based on the principle of metering
the resistance wire [3]; if it is damaged, interrupted or short-circuited, the sensor will
immediately send information about such damage through the IoT network [5]. The
resistance wire is either placed next to the mechanical seal, provided that there is
enough room, or is a part of the mechanical seal and is placed in the fixed insulation.
The purpose is to monitor on-line any seal breaking at the site of all customers [2].

2 Problem Formulation

The use of 10T in this industry is very topical. One of the important applications is
monitoring whether or not seals on different devices, mainly on meters, have been
broken [3]. The goal of this article is to propose and analyze the potential use of IoT
solutions in monitoring the integrity of seals on meters of utilities (e.g. water, electric
power, gas, etc.).

A similar principle can also be applied to other areas to detect the integrity of seals.
For this reason, this is very topical because by solving this problem, companies may
save a lot of money, mainly in case of dishonest customers.

3 Methodology

The basic data identified for this article mostly come from an extensive survey among
experts from the energy supply industry [12] in the Czech Republic [10]. The survey
among 50 experts from different business companies and universities was conducted at
the turn of 2016 and 2017.

To obtain relevant data, over 67 two-round workshops were conducted. The first
round included 50 structured workshops, using questionnaires. Our questionnaires’ for
asking questions and identifying technologies for IoT and business opportunities were
based on the technique of guided questioning, with the use of open and closed questions
[9].

Once all 50 workshops were finished, we processed and evaluated the data from the
questionnaires that helped us to combine any identified duplicate application
opportunities and to create a set of unique application opportunities.



In the second round of 17 workshops, experts and academicians evaluated 124
identified application opportunities and assigned to them priority from 1 to 3, where 1
was the most important and 3 the least important in terms of implementation [8].

It is important to add that the list of identified opportunities may always change,
depending on workshop participants and actual changes of information technologies in
IoT.

4 Results

A complete detailed overview of the results is provided and commented on in the article
[8]. It is important to mention that we identified 16 application opportunities with
priority 1, 20 application opportunities with priority 2 and 25 application opportunities
with priority 3. The remaining 63 application opportunities were not assigned any
priority due to differently evaluated factors, such as importance, costs, implementation
speed, societal benefits, etc.

As already mentioned, in this article we focus on one of the application opportunities
with priority 1, specifically on the implementation of the system detecting the integrity
of seals [3].

The entire systematic solution for detecting the integrity of seals can be divided into
five steps:

e Technical solution;

e Sensors;

e Communication in the IoT network;
e Work with data prior to transmission;
e Power supply.

4.1  Technical Solution — Description

An electronic seal is a simple device that measures the resistance of the resistance wire.
This resistance wire responds not only to its interruption but also to its short-circuit or
crossover. It also responds to any attempt to break it by dropping it or tampering with
it. Based on the aforesaid, we can say that the transmission of information about a
broken seal does not require any major data flow (alarm message, daily heartbeat device
— a heartbeat is a simple message that is regularly sent to confirm that the device is
properly working). In view of this fact, a low-energy IoT network can be used for
transmission [12]. The message is sent on a one-off basis — it is not a regular
transmission.

4.2 Sensors

A sensor means a general device that can be used to detect any seal tampering and that
transmits information about a broken seal.



Different types of sensors can be used to detect a broken seal. One of them is a sensor
that uses the resistance wire. The resistance wire can usually also recognize a short-
circuit caused by a person trying to break the seal and to overcome its protection by
causing a short-circuit on metering terminals.

A sensor can also be used to monitor several different circuits. Each of them is then
monitored by a separate circuit with the resistance wire. In such a case, each circuit is
connected to a single shared sensor and if the seal is broken, we know that it was broken
on some of the connected circuits. However, we cannot tell which seal was broken. This
is how we can secure several separate parts of metered devices. But it requires that the
devices (seals) are not too far from each other. As an example, we can mention a breaker
panel with circuit breakers on a floor in a block of flats or an office building. Let’s
assume that there are four apartments on one floor whose electrometers are in a shared
breaker panel in the hallway. In such a case, it is possible to connect the seals on each
of the four electrometers to one sensor. In the case that one of the seals is broken, we
will know the location and will check only those four seals.

We propose e.g. SIGFOX as a transmission IoT network because, based on
conducted tests, it is much more resistant against tampering than other low-energy loT
networks and also is the only network with sufficient all-state coverage (resistance
citation).

What is also important about these solutions is that the device sends a heartbeat
message with information about battery voltage both during transmission and in the
idle state together with the chip temperature on a regular basis, usually every 24 hours.
Another important part is the unique identification of the sensor (its ID). Every sent
message is signed and encoded into a hash message by the algorithm AES128. This
guarantees the integrity of the transmitted message.

4.3 Communication in the IoT Network

The device in IoT networks usually does not register in the network when sending data.
The device sends the message immediately upon the data transmission request. No
confirmation of message receipt is usually required in the IoT network. The robustness
and guaranteed likelihood of message delivery is achieved by the following
mechanisms:

e The message is typically sent three times in a row. This minimizes the risk that the
message will not be delivered,

o [oT networks are usually designed in a way to make sure that the sent message could
be received by the maximum number of base stations;

e An identifier is automatically assigned to every message by a protocol implemented
in the modem. The identifier is automatically escalated to easily and quickly find out
that some message was not delivered. In such a case, the receiving device can
generate a defined event and inform the user about lost data;

e In the case that no message from the end equipment is received for a certain time,
the data receiving system can regenerate the event and forward it to the user in a
standard way.



4.4  Work with Data Prior to Transmission

It is often discussed whether or not it is necessary to process the data prior to
transmission. In the case of this type of message and communication, it is not necessary
to process the data in any major way. A defined information message is transmitted
from the sensor only if the status changes (a specific event occurs), e.g. the resistance
wire is interrupted, the seal is tilted or opened, etc.

4.5 Power Supply

Power supply is another important parameter of IoT solutions. A battery is usually used
for this type of sensor. Considering how it is used (sending a heartbeat message once
every 24 hours), its useful life is at least 7 years. The device is designed as low-energy
because it is independent of any external source of energy to ensure that the seal could
not be tampered with during a power outage.

5 Discussion

The survey among sensor manufacturers showed that the price of an IoT device with
an electronic seal is about 2,500 CZK. The cost of device installation and operation in
the given loT network must be added to this price.

When speaking of costs, we must always take into consideration benefits, proceeds
or the reduction of other related costs.

When there are no technologies or no technologies are used that inform the utility
provider about a problem on the device, the device must be checked by a person. Let’s
assume that during a work shift one person can check 80 meters on average (10 meters
per hour during an 8-hour work shift). It is an average value; more meters can be
checked in a housing development in Prague than in the countryside where it takes
several or even dozens of minutes to get from one meter to another.

Therefore, one person can check about 1,600 meters per month and thus about
19,000 meters per year. If we assume about 500,000 apartments, we will need at least
27 employees who will check and monitor the situation once a year. Considering the
average wage in Prague, which is about 40,000 CZK, it amounts to 19 million CZK in
annual costs (when considering the company’s costs and disregarding bonuses). To this
amount, we must add the employee’s cost of transportation between metering stations
and the ineffective loss of his time, etc. The annual costs will be about 25 million CZK.

If we implement seals for all users, the cost will be extreme. It will be about 1,5
billion CZK. Therefore, this solution does not seem profitable when considering the
annual savings of about 20 million CZK (the checking of broken seals will continue).
However, we must also take into account the potential savings resulting from a timely
detection of fraud, the consequent cost of collecting the due amount or potential court
fees and legal costs, etc. This part, however, is hard to estimate at this moment without
having detailed knowledge of the data.

This situation could be resolved by a combination of advanced data analysis
technologies and behavior pattern identification, based on which it would be possible



to identify the customer groups with a higher risk of fraud. In such a case, seals could
be installed only on these devices, which would considerably reduce costs. There could
be a marketing campaign communicating that the given company started using modern
methods of detecting fraud and that these methods will be used for certain customer
groups. This will raise general awareness about how easy it is to detect fraud, which
will further reduce the potential risk of losses caused by fraud.

6 Conclusions

There are a lot of [oT devices that can be applied in different areas of human activities,
e.g. an [oT device monitoring the movement of vehicles to prevent unnecessary trips, a
device monitoring parking lot occupancy, a device monitoring excessive noise and
many others.

In this article, we focused on one specific application opportunity, which is the use
of IoT sensors to monitor the integrity of seals. Seals in general are devices that protect
service providers against unauthorized use. It could be a provider of some utility, such
as water, electric power or gas. In these cases, end customers have a meter with a seal
installed to protect utility providers against unauthorized takeoffs.

In the context of our article, unauthorized takeoffs are identified thanks to a broken
seal that is connected to a sensor. In case the seal is broken, the sensor will identify this
fact and will alert the service provider. This way the provider is immediately informed
about the problem and can appropriately respond.

The main benefits of these solutions are as follows:

Immediate detection of a broken seal;

Identification of the location where the seal was broken;

Easy installation;

Low operating costs;

Low investment costs — seals can be installed only at the site of customers who -
based on other analyses - were identified as potentially risky.

Negative factors include the limited useful life of the device, which is usually up to
seven years thanks to the installed battery. This disadvantage is however compensated
by the fact that e.g. water meters are replaced once every five years. Gas meters and
electrometers are replaced about this often as well.
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