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Abstract: The Internet of Things is an ever-growing system of smart and connected devices. IoT
devices are becoming an increasingly important component of everyday life and hence part of a
critical area of critical data processing. New threats are constantly emerging, making security and
credibility increasingly important. This paper contributes to the effort to ensure the security of IoT
devices. It aims to introduce the most widely used communication technologies and their different
security solutions and subsequently to identify security threats based on EBIOS methodology. These
technologies are Bluetooth, Wi-Fi, LTE and this paper analyses only Wi-Fi technology. The aim of
this paper is to identify threats when using Wi-Fi technology. Based on the analysis are made
recommendations that are focused on common users of IoT devices. Even the users themselves can
significantly contribute to the security of IoT devices and thus increase the security and credibility of
the entire IoT system.
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1. Introduction

Internet of Things (IoT) is nowadays becoming a dynamically growing industry of electronic
devices. The term IoT is used primarily for devices that are capable of collecting and storing data. At
the same time, they are not expected to be connected to the Internet and to send data independently
of people's activities.

Dozens of new IoT devices are available each month that can connect to networks through one or
more connection methods (IOT Now 2019). Two basic types of connections are wired via cable, and
the other group is devices that are connected wirelessly. A wireless connection offers some advantages
over a conventional cable connection, such as the free movement of a device. However, such benefits
are associated with higher cost risks and, in particular, new security risks.

In the current conditions of the Czech Republic, the most frequently used technologies are
Bluetooth, 2G / GSM / EDGE, 3G-GPS / GPRS, Cellular 4G / LTE, Wi-Fi, Zig-Bee, Z-Wawe, 9LowPAN.
Among the best known and most used communication technologies in IoT are Wi-Fi, Bluetooth,
ZigBee and cellular (RS Component 2015).

At present, there is hardly any literature that comprehensively examines the technical aspects and
issues of the analyzed networks that provide the interconnection of IoT technologies, and therefore
this article focuses on diagnosing the risks associated with Wi-Fi technology as one of the ways of
communication between IoT devices. The aim of the article is to provide a security risk analysis of Wi-
Fi (Wireless Fidelity) technology as a representative of the Local Area Network (LAN).

2. State of the Art

The idea of connecting devices to applications is not new. Machine to Machine (M2M)
communication has been expanded over the past decade. This platform was promoted mainly by
telecommunications companies looking for new ways of using existing mobile networks. Compared
to M2M, IoT has more complex event processing, data analysis and service offerings (Slama et al. 2015).
IoT is therefore not part of M2M, because being on the internet means that people can (and want)
access these IoT things directly, not just through other machines.
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Things that cannot be connected directly (by air or water), or indirectly (by vacuum or happiness)
cannot be accessed even on the Internet of everything, just because by name it could be deduced. A
thing or person is required to connect to the Internet (Waher 2015).

The definition of IoT is already a plethora. Their main problem, however, is that they are not so
much a definition as a vision. One of these visions says that the basic prerequisite and goal of 10T is to
connect unconnected. This means that objects that are not currently connected to a computer network
will be connected so that they can communicate and interact with people and other objects. IoT is a
technology transition in which IoT devices allow us to perceive and control the physical world by
making objects smarter and connected through a smart network (Hanes 2017). It can also be said that
IoT consists of devices with communication capabilities, computing power, and local decision-making
in a limited context. Communication can take place via any wireless or wired mechanism. However,
wireless methods are typically preferred as they eliminate wiring costs (Sinha & Park 2017).

From a safety point of view, IoT is not a completely new concept. When billions of smart devices
connect to the Internet under the auspices of IoT, there should be robust security mechanisms to get
the right information to the right place at the right time through the right channel and most
importantly without errors. When communication takes place between all people, objects and
machines, the credibility, availability, and integrity of data - that is, security - are absolutely essential
(Mahmood 2016).

The main factor why IoT is such a major security challenge is its own explosive growth. This is
due to the fact that IoT equipment manufacturers and developers are under great pressure to produce
equipment in the shortest possible time with the lowest possible purchase price. Safety precautions
often go aside (Keenan 2017).

A secure IoT solution includes several levels that combine important IoT security features in four
different layers: the device itself (A), communications (B), cloud (C), and lifecycle management (D).
These levels are graphically illustrated in Figure 1.
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Figure 1. IoT security layers, source: (Padraig 2016).

In this paper, we focus on layer B - Secure Communication (part of the connection), namely in the
area of Wi-Fi.

2.1. Wi-Fi standards

Wi-Fi is a digital communication protocol for wireless communication in computer networks. It
was established in 1997 in the form of the IEEE 802.11 standard for wireless modes(Mathur 2019) using
radio technology. This radio technology can transmit data over short distances using high frequencies.
802.11 usually operates in the band of Gigahertz units. (For IEEE 802.11 a, b, v, n, these are 2.4GHz -
5GHz). The central point of the network is the access point, which is a router with broadcast antennas
that direct data traffic(Oswald, n.d.).

Wi-Fi standards are a set of services and protocols that determine how a Wi-Fi network works.
The current Wi-Fi standard is IEEE 802.11ac, while the next generation of the IEEE 802.11ax Wi-Fi
standard is in the process of being deployed (Phillips 2019; TBWI n.d.). Wi-Fi Certification Program 6



The Wi-Fi Alliance will launch in autumn 2019 (Kastrenakes 2019). A more detailed description of Wi-
Fi protocols can be found in (LLC n.d.; Phillips 2019; TBWI n.d.).

2.2. Wi-Fi security

IEEE 802.11 security is dependent on the Wired Equivalent Privacy (WEP) security method, which
seeks to maintain a level of privacy equivalent to wired networks. However, this method had several
shortcomings intended to replace the amendments to the appendix to this standard. In particular, it
introduced the Robust Security Network concept, hereafter referred to as RSN, which only allows
robust network security associations (RSNAs) to ensure the security of the WLAN against threats
(Boland & Mousavi 2004; Jyh-Cheng Chen et al. 2005).

RSN contains three components. The first component is a station (STA), a wireless terminal.
Another element is Access or Access Point (AP), which allows the STA to communicate wirelessly and
connect to another network. The last element is an authentication server (AS) that provides
authentication services to the STA. IEEE 802.11 has two basic architectural components, STA and AP
(O’Hara and Petrick 2005).

3. Methodology

Basic methods of data and information collection using secondary sources analysis and document
analysis are used for this paper.

The main source of data are reports focused on security and threat analysis published every year
by ENISA (European Union Agency for Cybersecurity). The reports contain a summary of the most
prevalent cyber-threats. The reports are based on an analysis of cyber-threads, which: everybody is
exposed, with the main motive being monetization. This paper is based on reports published between
2015 and 2019. Every report (1 report for 1 year) is collection, analysis and assessment activity of
cyberthreat in a defined domain. Data are provided by MISP (MISP - Open Source Threat Intelligence
Platform & Open Standards for Threat Information Sharing) and by CYjAX company.

The EBIOS methodology (Expression of Besoins and Identification of Objectives of Sécurité -
Expression of Needs and Identification of Security Objectives) (EBIOS n.d.) has been selected for the
processing of risks related to communication technologies. The first step of this methodology is to
define the context and parameters to be taken into account in the risk analysis. This is primarily to
ensure the confidentiality, integrity, and availability of equipment. The next two steps are an analysis
of security needs and an analysis of potential sources of threats and thus of dreaded events. These two
activities take place simultaneously. This step identifies three categories of threat sources and lists the
most common threats.

The fourth step is a risk assessment in terms of severity and probability. The next step is to specify
the safety measures to be implemented and evaluated.

For each attack considered in the EBIOS methodology, the level of impact severity, threat risk,
and interest categories are added. These are the parameters for assessing the impact of each attack-
related event on success.

1. The severity of the impact shall reflect the extent of the consequences that will have to be addressed
if security breaches occur. Four levels are defined:

e Negligible means that it’s so small or unimportant as to be safely disregarded.

¢ Restrictive means that the functionality of some components is impaired.

e Significant means disrupt non-essential services and breaches of network security policy.

e (Critical means that incidents will usually cause the degradation of vital service(s), involve a
serious breach of network security, affect mission-critical equipment or services.

2. The risk of threat represents the frequency of occurrence of the threat (ARO - Annual Rate of
Occurrence). Four levels are defined (Blank and Gallagher 2012; EBIOS 2010):

e The minimal risk of danger means that it is very unlikely. The attack occurs less than once a
year, but more than once every 10 years.



e A ssignificant risk of threat means that the incidence of attacks is between 1-10 times a year.

e Strong risk means that the attack occurs 10-100 times a year.

e The maximum risk of threats is that it is almost certain that an attack will occur and occur
more than 100 times a year

3. Categories of attack

e Process control aims to take control of the process being monitored
e Process disruption is intended to disrupt the proper functioning of the process
¢ Spy and steal data to reveal process processed data

4. Results and Discussion

In general, the threat to IoT is associated with a purpose and almost always is caused by man,
except for natural disasters and the consequences of natural change. The purpose may vary depending
on the destination. Because IoT devices are used and operated by humans, an attacker may want to
gain unwanted access to a selected person, or by intercepting wireless devices, an attacker may want
to obtain confidential information. In this paper, we focus on the threat to IoT through one of the
communication technologies, namely Wi-Fi.

4.1. Basic analysis of Wi-Fi security risks

Wi-Fi WLANs usually supports several security targets. These are achieved through a
combination of security features built into the wireless network standard. In addition to traditional
confidentiality, integrity, and availability, access control is the most common security target for
WLAN:S. Access control restricts the rights of devices or individuals to access the network or resources
within the network.

Table 1. Definition of wi-fi network threats. Source: (Frankel et al. 2007; Mohamad Noor and Hassan

2018).
ID Threat Description
W1 Man-in-the- The attacker actively intercepts the path of communication between
Middle the two to obtain authentication credentials and data. That can be
achieved through false access to a point that looks like authorized
access.
W2 Rogue Access The purpose of RAP is to take over connections of legitimate users to it
Points (RAP) was possible to detect activities or steal confidential credentials users
and later launch further attacks or simply penetrate the network.
W3  Eavesdropping The attacker monitors network data communication passively,
including authentication credentials.
W4 Masquerading  An attacker impersonates and acquires an authorized user with certain
unauthorized permissions.
W5  Traffic analysis The attacker passively monitors the transmissions to identify the

communication patterns and participants.

W6  Security scanning  Vulnerability checking is the process where hackers use it for network
and password scanning certain tools such as
cracking Kismet and InSSider.

W7  Packet Sniffing ~ During this attack, the attacker usually "sniffs" the content packets and
gain access to unencrypted user packets names and passwords.

W8  Denial of Service The attacker prevents or prohibits the normal use of or network or
network device management.

W9 Message An attacker changes a legitimate message by deleting, adding, change
modification or rearrange.




W10 Message The attacker passively monitors transmissions and broadcasts
playback messages like
the attacker would be a legitimate user.

Most WLAN threats typically involve an attacker with access to a radio link between an STA and
an AP or between two STAs.Key threats affecting Wi-Fi security are listed in Table 1.

The mapping of Wi-Fi threats and their impacts at the threat severity level is performed in
Table 2 below.

Table 2. Severity of impact for individual Wi-Fi threats. Source: authors. Data: (Kidston et al. n.d.; Qiu

et al. 2006).
ID Threat Severity of impact
W1 Man-in-the-Middle Critical
W2 Rogue Access Points (RAP) Critical
W3 Eavesdropping Negligible
W4 Masquerading Restrictive
W5 Traffic analysis Restrictive
W6 Security scanning and password cracking Significant
W7 Packet Sniffing Significant
W8 Denial of Service Significant
W9 Message modification Negligible
W10 Message playback Critical

Every device and network are vulnerable to attacks. Security policies and the implementation of
security mechanisms can reduce the risk of an attacker entering a protected system and gain access to
valuable data. The risk for each type of threat is shown in the following Table 3.

Table 3. Risk of threat for different types of attack. Source: authors. Data: (ENISA 2016, 2017, 2018,

2019).
ID Type of attack 2015 2016 2017 2018 Risk
1 Web Based Attack + + + + Maximal
2 Data Breaches 0 + + + Strong
3 Cyber Espionage + - + - Significant
4 Information Leakage + + + + Maximal

The risk of an attack is calculated based on the occurrence of an increase in threat frequency
within the last four years. The maximum frequency occurs only for attacks that have an ascending
threat frequency throughout the selected time span. Strong frequencies then occur in attacks that at
least three years within the selected time period had an increased frequency of threats. A significant
threat frequency requires at least two ascending threat frequencies within selected years. All other
occurrences are indicated by a minimum degree of risk.

The binding of each Wi-Fi threat listed in Table 2 and Table 3 is shown in Table 4 below.

Table 4. Wi-Fi threats vs attack type. Source: authors. Data:(ENISA 2016, 2017, 2018, 2019).

ID Threat Type of attack
W1 Man-in-the-Middle Web Based Attack
W2 Rogue Access Points (RAP) Data Breaches
W3 Eavesdropping Cyber Espionage
W4 Masquerading Web Based Attack
W5 Traffic analysis Web Based Attack

W6 Security scanning and password cracking Data Breaches



W7 Packet Sniffing Information Leakage

W8 Denial of Service Web Based Attack
W9 Message modification Cyber Espionage
W10 Message playback Web Based Attack

The attack categories defined in the previous section are mapped to individual Wi-Fi threats as
shown in Table 5 below.

From the table, it is clear that the greatest effort of the attackers is to spy on and steal data, which
can be a source of potential gain.

Table 5. Wi-Fi threat by attack category. Source: authors. Data:(ENISA 2016, 2017, 2018, 2019).

ID Threat Attack category

W1 Man-in-the-Middle Process control

W2 Rogue Access Points (RAP) Process control

W3 Eavesdropping Spying and stealing data
W4 Masquerading Spying and stealing data
W5 Traffic analysis Spying and stealing data
W6 Security scanning and password cracking  Spying and stealing data
W7 Packet Sniffing Spying and stealing data
W8 Denial of Service Process disruption
W9 Message modification Process disruption
W10 Message playback Process disruption

A comprehensive analysis of Wi-Fi threats, including attack severity, attack type, and its category,
is shown in Table 6 below.

Table 6. Comprehensive threat analysis vs severity vs attack type and vs attack category.

EBIOS categories by LTE attacks —a Degree of severity Degree of probability
objectives dreaded event (negligible, restrictive, (minimal, significant,
significant, critical) strong, maximal)
Man-in-the-Middle critical Maximal (Web based
PROCESS CONTROL . . Attack)
Rogue Access Points critical Strong (Data Breaches)
(RAD)
Eavesdropping negligible Significant (cyber
Espionage)
Masquerading restrictive Maximal (Web Based
attack)
SPYING AND Traffic analysis restrictive Maximal (Web Based
STEALING DATA attack)
Security scanning and significant Strong (Data Breaches)
password cracking
Packet Sniffing significant Maximal (Information
Leakage)
Denial of Service significant Maximal
Message modification negligible Significant (Cyber
PROCESS Espionage)
DISRUPTION Maximal (Web Based
Attack)

Message playback critical




4.2. Risk diagnostics

Risk diagnosis is based on risk assessment according to the risk management under assessment.
For the assessment of risks, in this case, the critical risks are those whose severity is significant or
critical and whose probability is at least significant. Such critical risks should be avoided using security
measures that reduce both their severity and their likelihood. Significant risks are risks with the least
restrictive severity and a minimum probability. Controlling risks are those that are of restrictive or
negligible severity and the probability is at least significant. Other risks are considered negligible. Wi-
Fi risk diagnosis is shown in the following Figure 2.
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Figure 2. Wi-Fi risk diagnostics.

Wi-Fi risk diagnostics indicate that critical threats are Man-in-the Middle (W1) and Message
Playback (W10). Security scanning and password breakage (W6), Packet Sniffing (W7), Denial of
Service (W8), and RAP (W2) are significant. In this technology, threats from all three target-oriented
categories are critical. Process control (W1, W2), spyware and data theft (W6, W7), and process
violation (W8, W10) are included.

5. Conclusions

The Internet of Things is a topic that has been addressed by many researchers seeking to increase
the privacy of the Internet of Things. The design principles and methods for securing the Internet of
Things need to be constantly explored. The security of communication technologies when using the
Internet of Things is a key aspect. Security challenges arising from the very nature of intelligent objects
and their rapid evolution.

In general, the threat to IoT is associated with a purpose and almost always is caused by man. The
purpose may vary depending on the destination. Because IoT devices are used and operated by
humans, an attacker may want to gain unwanted access to a selected person, or by tapping wireless
devices, an attacker may want to obtain confidential information. In this paper, we focus on the threat
to IoT through one of the communication technologies, namely Wi-Fi.

Based on Wi-Fi risk diagnostics, critical threats are Man-in-the-Child (W1), RAP (W2), Security
Scanning and Password Break (W6), Packet Sniffing (W7), Denial of Service (W8) and message
playback (W10).

In Wi-Fi technology, threats from all three target-targeted categories are critical. Both process
control (W1, W2), spyware and data theft (W6, W7), and process violation (W8, W10) are included.



Taking into account the results of the security risk analysis and the responses of IoT users, several
actions can be recommended that can help secure personal data when sharing through IoT
communication technologies to protect users from potential spying or data theft:

e Disable data sharing with unused services - most systems allow users to enable or disable
sharing of specific services, such as location sharing.

e Use longer and more complicated passwords. Use a separate password for each device -
setting more complicated passwords prevents you from getting passwords with brute force,
and almost makes it impossible to extract a password during the service operation. Reusing
passwords is not a good idea. With Password Manager, you can track all your passwords.

¢ Never receive files or messages from untrusted devices - untrusted messages can contain an
attack against the device.

e Consider changing your Wi-Fi settings to not automatically connect - this gives you more
control over when and how your device uses Wi-Fi networks publicly

¢ Do not stay logged into accounts permanently - sign out when you're finished using your
account

e Avoid public Wi-Fi networks. Or use a virtual private network (VPN) to access your online
accounts regularly via Wi-Fi hotspots - you may want to manage your IoT device through a
mobile device in a city café. If you use public Wi-Fi - which is generally not a good idea based
on the analysis - use VPN.

e Use two-factor authentication - for example, a one-time code sent to your mobile phone - can
keep attackers away from your device. If IoT device applications offer two-factor
authentication, use it.

This topic is important for all advanced IT users/researches, because almost everyone is faced to
various IoT technologies and Wi-Fi as mentioned above. The security of the IoT communicated by way
of various technologies is key factor, which must be analysed. All losses related to the security breaches
can affect not only private companies but public economic also.
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